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This paper proposes a natural watermarking approach for detecting cyber attacks in a renewable-rich micro-
grid (MG). The approach leverages the inherent variability of renewable energy generation to watermark the
measurements feeding inverter-based resources (IBRs), enabling the IBRs to locally detect attacks. It detects cy-
ber attacks by checking the statistics of the natural watermark exhibited in IBR measurements. It is physically
interpretable, computationally efficient, and scalable for large-scale MGs. Its effectiveness is validated through
pure-software simulations and real-time controller hardware-in-the-loop experiments in a MG test system.

1. Introduction

Microgrids are emerging as a cornerstone of future power systems,
thanks to their key role in the transition towards smart grids. They sup-
port increased integration of renewables into the grids, while improv-
ing the flexibility, reliability, and resilience of the system [1]. Micro-
grids are cyber-physical systems that integrate various distributed en-
ergy resources (DERs) such as solar photovoltaic (PV) arrays, wind tur-
bines, and diesel generators, as well as energy storage systems such as
batteries. Additionally, microgrids (MGs) incorporate communication
and control infrastructure to enable real-time monitoring, coordinated
control, and stable autonomous operation of the microgrid. The MGs
further improve the overall system reliability, resilience, and flexibil-
ity while reducing operational costs by sharing the available generation
resources. These features make the MGs a driving force in shaping the
future of smart grids. Despite the numerous advantages, MGs are poten-
tially attractive targets for cyber-intruders who exploit the microgrids’
vulnerabilities to launch destructive attacks, compromising the reliabil-
ity and resilience of the MGs [2]. The cyber vulnerabilities of the MGs
arise from the tight coupling between their physical and cyber layers.
The cyber layer, comprising control and communication networks, is
vulnerable to intrusions. Hence, the MGs are also vulnerable to cyber
attacks, similar to other industrial control systems.

Different cyber attack detection methods have been proposed in the
literature to address cyber threats associated with electric energy sys-
tems. These methods can be classified into two main categories, namely,
data-driven methods and model-based methods [3]. The data-driven
methods involve offline training of a machine learning (ML) model us-
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ing real-world historical or real-time data to learn statistical or tempo-
ral patterns in the data. During online implementation, actual data from
cyber-physical systems are compared against the learned patterns to de-
tect cyber attacks [4]. There are several conventional ML techniques
used in literature, and these can be classified into methods based on
supervised learning, unsupervised learning, and semi-supervised learn-
ing [5]. Supervised learning methods use labeled data for the learning
process of the models. Support vector machine (SVM) [6], K-nearest
neighbor (KNN) [7], decision tree (DT) [8], long-short term memory
(LSTM) network [9], artificial neural network (ANN) [10], and convo-
lutional neural network (CNN) [11] are the supervised learning meth-
ods that are widely used for the detection of false data injection at-
tacks (FDIAs) in the literature. Unsupervised learning methods learn
the patterns from unlabeled data which requires a large amount of
training. This approach has the ability to detect new attack scenarios
which is an added advantage. K-means clustering (KMC) [12], autoen-
coder (AE) [13], and isolation forest (IF) [14] are some classical un-
supervised learning methods used in literature. Semi-supervised learn-
ing uses both labeled and unlabeled data for model training and is a
widely used method for attack detection. Semi-supervised adversarial
autoencoder (SSAA) [15], generative-adversarial based semi-supervised
(GBSS) learning framework [16] and robust semi-supervised prototyp-
ical network (RSSPN) [17] are some semi-supervised learning methods
used to detect FDIAs. The above three categories do not require a sys-
tem model for attack detection, which is an advantage. However, they
require an extensive amount of data for training purposes, and the re-
liability of attack detection outcomes heavily depends on the quality of
the training data.
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Fig. 1. Cyber and physical architecture of a microgrid.

Model-based methods require physical models of the system. Some
model-based methods use first principles to predict measurements and
compare these predictions with the actual measurements to compute
discrepancies. These discrepancies are evaluated against a predefined
threshold corresponding to the no-attack condition to detect attacks ef-
fectively [3,18,19]. Some model-based methods are based on state es-
timation [20-22]. These methods have a lower computational burden,
require less data, and are also physically interpretable when compared
to data-driven methods for attack detection. However, despite all the
advantages, they depend on an accurate model of the system, which
can be challenging to develop in complex and large-scale systems. Un-
der the category of model-based methods, the dynamic watermarking
approach has shown potential for detecting false data injection attacks
in IBR systems [23-28]. In this approach, a small noise (called a “water-
mark” signal) is superimposed on the control command of the inverter
to detect cyber attacks in IBR systems. This externally injected water-
mark signal is solely for attack detection, but it may compromise the
IBR control performance.

In this paper, we propose a natural watermarking approach that
overcomes the limitations of the original version of the dynamic wa-
termarking approach. This is achieved by leveraging renewable fluctu-
ations to watermark IBR measurements, thereby identifying measure-
ments that are under cyber attacks. The novelty of the paper can be
summarized as follows: 1) Compared to the original dynamic water-
marking in [23-27,29], which injects external noise, this approach uses
the inherent variability of renewable energy resources for attack de-
tection, thereby avoiding performance degradation and implementa-
tion complexity. 2) Compared with the machine learning-based detec-
tion methods in [5,6,9,10], the proposed method is physically inter-
pretable and does not require large, high quality training datasets. 3)
The performance of the proposed method is validated through both
pure-software simulations and controller-hardware-in-the-loop (C-HIL)
simulations. This paper extends the conference paper, Anonymous [30],
in the following aspects: 1) It tests the proposed natural watermarking
approach through simulating multiple networked IBRs with switching
dynamics. 2) It validates the approach by performing real-time C-HIL
experiments using Texas Instruments C2000 microcontroller interfaced
with Typhoon HIL 506 real-time simulator. 3) It includes detailed com-
parison studies between the conventional dynamic watermarking ap-
proach and the proposed natural watermarking approach.

The rest of the paper is structured as follows. Section 2 describes
the dynamics and cyber vulnerabilities of MGs; Section 3 describes the
use of natural watermarking approach for attack detection in MGs; Sec-
tion 4 tests the effectiveness of the proposed approach in a microgrid
using both pure-software simulations and real-time C-HIL simulations;
and Section 5 summarizes the contributions of the paper.
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Fig. 2. An IBR controller [31].

2. Cyber vulnerability of IBR-dominated microgrids
2.1. Architecture of microgrids

Fig. 1a shows the physical architecture of a microgrid comprising
M IBRs. The M IBRs are interconnected through a microgrid network.
Fig. 1b presents the architecture of the jth IBR. The physical layer of
the IBR includes a solar PV panel, an inverter, and an LCL low-pass
filter. The cyber layer includes sensors and a controller. The controller
computes the pulse width modulation (PWM) signals based on the three-
phase currents, i, and i,, and voltage v,. Fig. 2 presents one example of
the IBR control architecture, which includes a droop controller, voltage
controller, current controller, abc-dq0 transformation block, and a PWM
generator.

As shown in Fig. 2, the sensors feeding the controller measure the
three-phase currents and voltages at the filter which includes the in-
verter output current, i, filter output current, i,, and the capacitor volt-
age, v.. Then these measurements are sent through an abc-dq0 transfor-
mation block, which converts them into the dqO0 frame denoted by i/ 4,,
i5.44> and v, 4, using the reference angle, wt, generated by the droop con-
troller. The droop controller is fed with i, 4, and v, 4,, and it calculates
the frequency, w, and the reference voltages, v:’ do which are the set
points of the voltage controller. The voltage controller then calculates
the current set points of the current controller, i* o’ using the reference
and actual voltages, and actual currents denoted by v} g Yeda) and i, 4,,
respectively. The current controller uses the current set points provided



1. Balahewa et al.

Sensor

A
1 measurements
| Mage Vit
'
AR Ve DC if io
Rest of the
AR c - o
i N < microgrid
Solar PV Inverter T
Filter

—— Physical connections = =» True signals

Fig. 3. Open-loop dynamics.

by the voltage controller along with the actual currentsi, ,,, to calcu-
late a voltage setpoint, vy, . This voltage setpoint is then used to com-
pute the modulation indices in the d-q frame, m,,. These indices are
subsequently transformed back to the abc frame and used to generate
the PWM signals for the inverter.

2.2. False data injection attacks

As the controller computes the control signals based on the terminal
measurements y := [i;,ioT,ch]T, these measurements can be attractive
targets for cyber attacks. For example, as shown in Fig. 1b, an attacker
may launch FDIAs by forcing the sensors to report different measure-
ments z (# y) to the IBR controller. As a result, the performance of the
IBR can be compromised. Since the IBR connects to the MG, the neg-
ative impacts of local FDI attacks may propagate to its host microgrid,
leading to instability or sustained oscillations throughout the microgrid.

Examples of the FDIAs include noise injection attacks, replay attacks,
destabilization attacks, and stealth attacks. In noise injection attacks, the
attackers can superimpose large noise onto the actual measurements y,
compromising the efficiency of the IBRs [24]. In replay attacks, the at-
tackers record a segment of measurements and replace the actual mea-
surements with the pre-recorded ones. As a result, actual events, such as
voltage/current changes, are invisible to the IBR controllers. In desta-
bilization attacks [24], an attacker can change a negative feedback to a
positive feedback by manipulating sensor readings, in order to destabi-
lize the system. Since some advanced IBR controllers are designed based
on the statistics of measurement noises, the stealth attacks [27] com-
promise the performance of these controllers by replacing the actual
measurement noise with fake noise in the measurements.

This paper focuses on detecting FDIAs on terminal measurements
y, i.e., given the reported measurement z, decide if z equals y. The ter-
minal measurements, y, are measured by hall sensors and they can be
manipulated by externally changing the magnetic field of the sensors.
A motivation example where one can manipulate sensor readings in a
non-intrusive manner is shown in [32].

3. Natural watermarking approach

This section presents the proposed natural watermarking approach
for detecting cyber attacks on terminal measurements, y. We first
present the open-loop dynamics seen by an IBR controller. Based on
the open-loop dynamics, we introduce the cyber attack detection crite-
ria in the proposed natural watermark approach. Finally, we present a
data-driven method to identify the open-loop dynamics.

3.1. Open-loop dynamics

Fig. 3 presents the open-loop dynamics seen by the controller of the
jth IBR in the MG, modeled as a multi-input multi-output (MIMO) sys-
tem. These dynamics capture the influence of the rest of the microgrid
on the jth IBR and form the basis for implementing the natural water-
marking approach in a microgrid context. The inputs of the open-loop
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Fig. 4. Implementation of the natural watermarking approach.

dynamics are %VDCmd , Wherem,, € R? collects the modulation indices
in the d-q frame, and V) is the DC link voltage. The output of the open-
loop dynamics is the terminal measurements, y. The open-loop dynam-
ics seen by the controller can be described by the following state-space
model:

X:Ax+%BVDCmdq+e, y=Cx+n (@)

where x collects the state variables governing the dynamics of the
physical layer of the jth IBR and the rest of the MG; € is process noise
resulting from external disturbances; n is the measurement noise; and
matrices A, B, and C are the system, input, and output matrices which
can be analytically derived based on the differential equations in A. It
is worth noting that the dynamics (1) are non-linear due to the bilin-
ear term “Vpcmy,,” if the DC link voltage V¢ fluctuates. Identifying
localized state space models in this manner enables decentralized and
scalable cyber attack detection across MGs, as it allows each IBR to lo-
cally capture the dynamics within inverter-based microgrids.

Based on the open-loop dynamics (1), we proceed to explain the ba-
sic idea of the natural watermarking approach. Changes in environmen-
tal conditions, such as temperature and irradiation levels, cause Vo
to fluctuate over time. The term Vpcm,, also fluctuates, which enables
Vpcmy, to act as a natural watermark signal to detect cyber attacks in
the terminal measurements y. If there is no cyber attack in the reported
measurements z, i.e., z =y, the reported measurement z should reflect
the signature of the renewable fluctuation, as the changes in V. propa-
gate to the terminal measurements through the open-loop dynamics (1).
If a cyber attack occurs, the signature of the renewable fluctuations will
be distorted in the reported measurement z. Therefore, for a renewable-
powered IBR, to implement the dynamic watermarking approach, there
is no need for external noise injections, which may compromise the con-
trol performance.

3.2. Implementation of the natural watermarking approach

How do we check the existence of the signature of renewable fluctua-
tions in the reported measurements z? Fig. 4 summarizes the overall im-
plementation of the proposed natural watermarking approach. Imple-
menting cyber attack detection using this approach requires key system
parameters and signals, such as the renewable fluctuation, V., con-
trol signal of the inverter, sensor measurements, and the state space
model of the system. Using V. fluctuations and the control signal of
the inverter as inputs to the system model, the outputs of the system
can be accurately predicted. The measurements reported by the sensors
are then compared with the measurements predicted by the model to
identify any discrepancies. The discrepancy between the sensor-reported
measurements and the model-predicted measurements is calculated by,
Ay;n] = |z;[n] = p;[n]l, where y;lnlis the jth predicted measurement in
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y at time n based on the open-loop dynamics (1), and z;[n] is the jth
reported measurement in z at time n.

The two attack indicators, y, ;11 and y, ;[7], at time ¢ are computed
using moving average and moving variance methods, respectively, in a
sliding-window fashion, based on the following equations:

t t

x=1 Y Ayl wll=1 Y (Ayi-n) @

n=t—L+1 n=t—L+1
where L is the window width. A graphical interpretation of the slid-
ing window approach is depicted in Fig. 5. The current window at time
t, which is indicated by the red dashed box, consists of L data points
ranging from time # — L + 1 to time ¢. y,;[s] and y,;[t] are then com-
puted using the data collected in this window. As y € {1,2,..., L} new
data points are received, the sliding window is updated as indicated by
the green dashed box by removing the oldest y points and adding y new
points. The data points in the newly updated window are used to up-
date the values of y;;[¢] and y,;[#]. This process is repeated to generate
a sequence of y;; and y,;, which indicates the presence of an attack
affecting the jth sensor in the system through a significant increase in
their values compared to normal operation or no-attack scenario. This is
how attacks are locally detected at each IBR system in the MG without
centralized coordination.

3.3. System model identification

The remaining question is how to obtain the model for the open-loop
dynamics (1). We leverage system identification techniques as in [33] to
answer this question. The input for the system identification is my, %.
The outputs for the system identification are the d-q components of the
three-phase currents, i 75 dos and voltage, v,. At the system identifica-
tion stage, we perturb the input and measure the corresponding output.
In our test system (will be introduced in Section 4), we change V),
which has a mean of 800 V, by adding normally distributed (Gaussian)
fluctuations with a variance of 100 V every 10 ms. The System Identi-
fication Toolbox in MATLAB is used to obtain the state space model of
the MG system from input-output data. To get the most accurate state
space model for the system, several model estimations with different
model orders are considered, and the one with the closest fit to the ac-
tual data is chosen. Fig. 6a and b show the performance of the system
identification, where the predicted output captures the general trend of
the actual output. This indeed highlights the accuracy of the predictions
made by the identified model. The proposed local input-output based
system identification can be extended to a recursive system identifica-
tion as discussed in [27] to update the identified model online using
recent local measurements.

4. Case study
4.1. Microgrid test system

The test system represents a renewable-rich multi-IBR system as
shown in Fig. 7. It consists of five interconnected IBR systems, including
solar PV systems and battery storage systems, all interfaced via inverters
and supplying different loads.

The MG test system shown in Fig. 7 is modeled on the Typhoon HIL
506 real-time simulator. The solar PV systems are modeled as described
in [30], each with different output voltages to represent diverse and
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realistic renewable generation profiles. Out of the five inverters, the
three inverters interfaced with solar PV are modeled with switching dy-
namics at a switching frequency of 20 kHz while the inverters interfaced
with battery storage are modeled using the average model inverters due
to the real-time simulation constraints in the simulator.

All the IBR systems in the MG are modeled using the same control
loops as in [30] and [34], consisting of droop, voltage, and current con-
trols. A detailed block diagram of the controller is shown in Fig. 2. The
combination of renewable generation using solar PV and battery storage
systems provides a comprehensive test environment for evaluating the
natural watermarking approach in detecting cyber attacks in microgrids.

4.2. Software simulations of a microgrid with 5 IBRs

4.2.1. Evaluation of natural watermarking approach using software-only
simulations

As the initial step, the microgrid test system depicted in Fig. 7 is mod-
eled in the Typhoon HIL schematic editor and run as real-time software-
only simulations to test the performance of the proposed natural wa-
termarking approach against different types of attacks, namely, noise
injection attack, replay attack, simultaneous multi-sensor noise injec-
tion attack, gradual amplitude reduction attack, and stealth attack. An
in-depth analysis of each attack scenario is provided as follows.

A noise injection attack is where Gaussian noise is superimposed onto
the sensor measurements, distorting the signals used in the control loops
and adversely affecting the system’s normal operation. Such an attack
scenario occurring at 10.5s on the filter output current, i,,, of IBR 1 is
shown in Fig. 8a. The proposed attack indicators, y, and y,, indicate a
sharp rise from their baseline values after the attack is launched, signal-
ing an attack in the system as shown in Fig. 8b and c.

A replay attack occurs when actual sensor measurements are re-
placed with previously recorded measurements and then replayed over
some time interval to evade detection. This is a more sophisticated type
of attack, as it does not produce any visible distortions in the sensor
measurements. Fig. 9a shows how such an attack is launched at 10.5s
on the filter output current, i,,, of IBR 1. This waveform indicates nor-
mal operation of the system, despite an ongoing attack. However, as
seen in Fig. 9b and c, the proposed attack indicators exhibit an increase
in their values compared to their baseline values, indicating anomalous
behavior in the system.

A simultaneous multi-sensor attack is where an attacker manipulates
multiple sensor measurements at the same time. Such a simultaneous
noise injection attack in which both the output current, i,,, and the
capacitor voltage, v,,, of IBR 1, are manipulated starting at 10.5s by su-
perimposing noise, is shown in Fig. 10a and d, respectively. As shown in
Fig. 10b, c, e, and f, the attack indicators X, Yoy 0 X0, and 1, cor-
responding to each of the compromised sensor measurements increase
sharply from their baseline values indicating the presence of simultane-
ous attacks in multiple sensors.

A gradual amplitude reduction attack is an example of a false data
injection attack in which the attacker slowly reduces the amplitude of
the sensor measurements over time instead of abruptly introducing it.
Here, a gradual amplitude reduction attack on the output current, i,,,
of IBR 1 starting at 5.5s is considered. As shown in Fig. 11a and b, the
attacker slowly reduces the amplitude of the current fed into the con-
troller, leading the controller to produce more current to fix the gradual
reduction in the manipulated current feedback signal. Fig. 11c and d
show the behavior of the attack indicators y, and y, during a gradual
amplitude reduction attack. It can be seen that the attack is not detected
immediately, but with a delay of about 4.5s. This is because the attack
itself is a slow attack with gradual manipulations and it is evident that
there will be a delay in attack detection. The gradual changes in the
current amplitude introduce small discrepancies at each time step, and
it requires sufficient accumulated data to exceed the set thresholds in
order to indicate the presence of an attack. This shows that the natural
watermarking approach can detect abruptly initiated attacks as well as
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Fig. 8. Noise injection attack at 10.5 s and its detection in pure-software simulations: (a) Waveform of i,, under attack; (b) Detection using y, for sensor 1 which

measures i,; (c) Detection using y, for sensor 1 which measures i,.

gradual or slow attacks. However, it should be noted that the detection
sensitivity for gradual attacks is lower than that for abruptly initiated
attacks due to unavoidable detection delay.

A stealth attack is an advanced type of cyber attack where the at-
tacker uses knowledge of the system model and available measurements
to predict the behavior of the system. Here, we consider a scenario where
the attacker predicts sensor measurements based on their system model
and its inputs, and attempts to forcefully send these false predictions
to the controller. As a result, the compromised sensors will be reporting
values of the form Z + n’, where Z represents the predicted measurements
by the attacker and n’ is a small noise which is different from the actual
measurement noise n. This makes stealth attack detection challenging

compared to other attacks, as the attacker’s predicted measurements,
now fed into the controller, closely resemble the expected system behav-
ior. The effectiveness of the proposed detection system against a stealth
attack on the filter output current, i,, is shown in Fig. 12. Despite the
absence of any visible anomalies in the waveform, the attack indicators,
11 and y,, show deviations from their baseline values, indicating the
successful detection of this intrusion.

This raises the question of whether an attacker can model the exact
system and predict sensor measurements based on the system model,
and also precisely replicate the expected statistical patterns of renew-
able fluctuations to launch an advanced stealthy attack. While this may
appear to be feasible in theory, it is extremely challenging in practice,
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even for a sophisticated attacker, to replicate the behavior of V. This is cracks and manufacturer-specific characteristics like cell material and
because V- depends not only on stochastic factors such as solar irradi- configuration [35,36]. Even if an attacker could access or accurately
ation, temperature, partial shading, cloud movements, and wind speed, predict the external stochastic factors, it is highly unlikely that they
but also on panel-specific factors such as degradation of PV modules, ac- have access to panel-specific factors of the solar PV arrays in real-time,
cumulation of dust, dirt and other contaminants, cell damage or micro which makes it infeasible to replicate V- accurately.
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Fig. 12. Stealth attack at 10.5 s and its detection in pure-software simulations: (a) Waveform of i,, under attack; (b) Detection using y, for sensor 1 which measures

ie; (¢) Detection using y, for sensor 1 which measures i,.
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Fig. 13. Undetected stealth attack at 10.5 s due to the absence of the watermark signal in the sensor measurements in the pure-software simulation of the MG system:
(a) Waveform of i, under attack; (b) Detection using y, for sensor 1 which measures i,,; (c) Detection using y, for sensor 1 which measures i,.

4.2.2. Necessity of the natural watermark

Next, we demonstrate the necessary condition for attack detection
in our approach, which is the presence of the natural watermark. Let
us consider a scenario where the natural watermark is not present in
the sensor measurements, which means that our watermark signal, Vj,
remains constant without any fluctuations. The response of the detection
system to a stealth attack in such a scenario is shown in Fig. 13. It can be
seen that the attack is not detected by our indicators, y, and y,, as they
remain almost constant. Therefore, this indeed validates the necessity
of having natural watermark signals for detecting cyber attacks using
our approach. In the case of solar PV, when its output voltage, Vjc,
which serves as the watermark signal, remains constant for a while,
our detection algorithm can still detect cyber intrusions in the system
as soon as the PV output changes due to changes in the environmental
conditions.

This result highlights the impact of renewable variability on the at-
tack detection capability of the proposed approach, i.e., higher variabil-
ity in Vp¢ improves detection performance. To ensure timely attack de-
tection during periods of minimal renewable fluctuation or relatively
constant Vpc, a hybrid strategy can be employed. Here, natural wa-
termarking can be used when there is sufficient renewable variability,
while it can be switched to the conventional dynamic watermarking ap-
proach when renewable variability is low. This further indicates the fact
that natural watermarking and conventional dynamic watermarking are
complementary approaches.

4.2.3. Comparison studies

The dynamic watermarking approach is a well-known strategy for
detecting cyber attacks in power systems. Therefore, a performance
comparison is carried out to evaluate the effectiveness of the proposed
natural watermarking approach against the original dynamic water-
marking approach. To implement dynamic watermarking in the MG
testbed, a small Gaussian noise with zero mean is added to the control
signals of Inverter 1. Fig. 14a and b show the behavior of the above two

methods during a replay attack, while Fig. 14c and d show the behav-
ior during a noise injection attack. Overall results from this comparison
study show that the natural watermarking approach shows similar de-
tection performance to the dynamic watermarking approach, even with-
out external noise injections into the system.

The impact of the externally injected noise in dynamic watermarking
on the control performance of the inverter is evaluated quantitatively
using total harmonic distortion (THD) as a key metric. The THD of both
the filter output current, (i,,), and the voltage at the point of common
coupling, (vpcc), are compared under both dynamic watermarking and
natural watermarking approaches. As shown in Fig. 15a, the THD of i,,
in the dynamic watermarking approach has a higher magnitude and a
higher variability than that of the natural watermarking approach. This
indicates that the externally injected watermark signal in dynamic wa-
termarking could interfere with current regulation standards, leading
to a degradation in power quality and affecting the IBR control perfor-
mance. A similar scenario is seen in Fig. 15b for vpcc. This highlights
the importance of employing a non-intrusive detection method, such
as natural watermarking, to preserve the IBR control performance and
maintain power quality.

To further evaluate the system performance under both dynamic wa-
termarking and natural watermarking approaches, voltage regulation
and transient response are examined using a change in the capacitor
d-axis reference voltage, v, .., generated by a step change in the nom-
inal voltage of the droop controller. The responses of v.;, under both
approaches are then compared as shown in Fig. 16. To quantify voltage
regulation in steady state, we compute the variance of v , before and af-
ter the change in the reference voltage. The results in Table 1 show that
the dynamic watermarking approach produces a higher voltage variabil-
ity than the natural watermarking approach. This is because dynamic
watermarking uses external noise injection into the control command
of the inverter. Therefore, natural watermarking achieves a better volt-
age regulation than dynamic watermarking. As shown in Fig. 16, the
transient response of v, during the change in the reference voltage is
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Fig. 14. Performance comparison between natural and dynamic watermarking approaches: (a) Replay attack: y,; (b) Replay attack: y,; (c) Noise injection: y,; (d)

Noise injection: y,.
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Fig. 15. Comparison of total harmonic distortion (THD) under dynamic and natural watermarking: (a) filter output current i,,; (b) PCC voltage vpgc.
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Fig. 16. Voltage reference tracking of v, under dynamic and natural watermarking following a step change in the voltage reference v, s

Table 1

Steady state variability of v,, under dynamic
watermarking (DW) and natural watermark-
ing (NW) before and after reference change.

Variance of v,, (V?)

DW NW
before step change 1.1348  0.6664
after step change 0.6677  0.2350

comparable between the dynamic watermarking approach and the nat-
ural watermarking approach.

In addition, key studies on conventional watermarking, such as [26,
271, do not account for the variability of renewable fluctuations when
developing their prediction model. They typically use the modulation
index as the only input to the system model, without considering the
effect of V- variations caused by renewable fluctuations. As a result,
natural fluctuations in V. lead to false alarms in attack detection as
shown in Fig. 17, even when there is no attack in the system.

4.2.4. Sensitivity of detection performance to the quality of the identified
model

To evaluate the sensitivity of attack indicators to inaccuracies in
the identified open-loop state space model, a set of experiments is per-
formed using state space models of different model accuracies defined
by the "best fit" metric in the System Identification Toolbox of MATLAB.
The best fit is the percentage of variations in the measured data that
are reproduced by the identified model, which can be mathematically

=¥
Y —mean(V)]| ) x 100%, where Y

and Y are actual and predicted measurements, respectively.

Fig. 18a and b show the behavior of the attack indicator, y, in a
5-IBR system during a replay attack launched at 10.5s, when using state
space models of accuracies 20% and 66%, respectively, in the detection
system. The thresholds for each scenario are calculated by multiplying
the highest value recorded by the indicator during normal operation of
the system by a factor of two in order to keep a safety margin and are
indicated by black dashed lines in Fig. 18a and b. As seen in Fig. 18a,
when using a model of 20% accuracy, the attack detection begins around
11.11s when the value of y, starts to exceed the threshold. This results
in an attack detection delay of 0.61s. Similarly, for a model with an

expressed as, fitting accuracy (%) = (1 -
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Fig. 17. Attack indicators in the dynamic watermarking approach exhibiting false detections due to V. fluctuations even though there is no attack in the system:
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Fig. 18. Attack detection delay in y, when using models with different accu-
racies during a replay attack: (a) model accuracy is 20%; (b) model accuracy is
66%.

accuracy of 66% as in Fig. 18b, the attack detection begins around
10.73s, leading to an attack detection delay of 0.23 seconds. This in-
dicates that a higher-accuracy model would result in shorter detection
delays. Hence, this highlights the sensitivity of the attack indicators to
inaccuracies of the identified models.

4.3. Controller hardware-in-the-loop (C-HIL) simulations

4.3.1. C-HIL testbed configuration

The MG test system in Fig. 7 is implemented using a C-HIL approach
as shown in Fig. 19. Here, the controller of one of the IBR systems, in
this case IBR 1 of the microgrid, is executed on the Texas Instruments
C2000 LAUNCHXL-F280049C microcontroller and is interfaced with a
Typhoon HIL 506 real-time simulator on which the rest of the system is
modeled. This creates a realistic testing environment where the actual
controller interacts with a high-fidelity real-time simulation of the plant,
bridging the gap between virtual and physical testing. The controller
shown in Fig. 2 and the detection system shown in Fig. 4 are modeled
using the C2000 microcontroller blockset in Simulink, enabling direct
code generation and flashing onto the C2000. The rest of the MG system
and the cyber attacks are modeled using Typhoon HIL’s Schematic Editor
software on the real-time simulator.

The sensor measurements of the first IBR system, including the in-
verter current, i ;, the capacitor voltage, v,, and the filter output current,
i,, along with the solar PV output voltage, V¢, from the Typhoon HIL
are received by the analog inputs of the C2000 microcontroller. The
PWM signals computed in real-time by the microcontroller are sent to
the Typhoon HIL via the digital inputs of the simulator to ensure the op-
eration of the switching model inverter. This completes the closed-loop
system of the IBR 1 in the MG. The attack indicator signals, y,; and yy;,
computed by the detection system on the microcontroller are also sent
to the Typhoon HIL via the analog inputs of the simulator in order to
issue the attack alerts.

The control loops on the C2000 and the signal processing com-
ponents on the Typhoon HIL are executed at 4kHz while the other

electrical components on the Typhoon HIL are executed with a much
higher resolution at a fixed simulation time step of 2 us. This distinction
between control and simulation resolution supports accurate modeling
of electrical dynamics and seamless real-time controller interaction. To
achieve small simulation time steps during the real-time emulation of
the MG test system, which consists of a large complex electrical circuit
with power electronics and power system models, the circuit is paral-
lelized via electric circuit partitioning. Each partition is then executed
on the Typhoon FPGA solver, which is an FPGA-based multi-core pro-
cessor to support high-speed and real-time simulations.

Having established the C-HIL architecture, the next step is to evalu-
ate the effectiveness of the proposed natural watermarking approach for
cyber attack detection in a high-fidelity real-time testing environment
that mimics real-world operating conditions. Here, we implement the
same attack scenarios described in Section 4.2.1 and check the perfor-
mance of the detection algorithm. As previously discussed, the attacks
are modeled on the Typhoon HIL real-time simulator, targeting IBR 1
of the MG, while the detection system runs on the microcontroller. The
microcontroller continuously monitors sensor measurements, computes
attack indicators in real-time, and sends them to the Typhoon HIL for
attack alerts. Next, we present experimental results for the aforemen-
tioned attack scenarios and their detection.

4.3.2. Noise injection attack

Here, a noise injection attack is launched at 5.5 s on the filter output
current, i,,, in IBR 1 as shown in Fig. 20a. The two attack indicators, y,
and y,, computed in real-time on the C2000 start to show a significant
increase in their values when compared with the no-attack scenario as
seen in Fig. 20b and c, indicating that our algorithm has successfully
detected this attack in a more realistic environment.

4.3.3. Replay attack

Here, a replay attack is launched at 5.5 s on i,, as before, which can
be seen in Fig. 21a. The waveform does not show any visible distortions
as a result of this attack and hence, it appears that the system is in
normal operation. However, the behavior of the two attack indicators,
x; and y,, shown in Fig. 21b and c indicates a substantial rise from the
nominal values signaling prompt attack detection.

4.3.4. Stealth attack

A stealth attack scenario similar to the one discussed in Section 4.2.1
is considered here. When the attack is launched at 5.5 s, the indicators
start to deviate from their nominal values as in Fig. 22, further illustrat-
ing the effectiveness of our approach in detecting more sophisticated at-
tacks. Therefore, the experimental results from C-HIL implementation,
which demonstrate successful detection of each of these attacks, fur-
ther validate the effectiveness of our natural watermarking approach
for cyber attack detection in a more realistic and practical testing envi-
ronment.
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5. Conclusion

This paper proposes a natural watermarking approach for cyber at-
tack detection in renewable-rich MGs. The method leverages the inher-
ent variability of renewable energy generation to naturally watermark
the measurements feeding inverter-based resources, enabling each IBR
to locally detect attacks by monitoring the statistics of the natural wa-
termark embedded in the IBR measurements. This detection strategy
improves scalability for large-scale MGs and reduces system complexity
by eliminating the need for external noise injections onto the control sig-
nals of inverters, as in the conventional watermarking approach. The ef-
fectiveness of the proposed method is demonstrated through both pure-
software simulations and real-time C-HIL simulations in a MG testbed,
against noise injection, replay, gradual amplitude reduction, simultane-
ous multi-sensor noise injection and stealth attacks. Simulation and ex-
perimental results demonstrate that the natural watermarking approach
can be effectively applied in MGs for cyber attack detection. Future work
will test and validate the natural watermarking approach in a pure hard-
ware testbed.
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Appendix A. Dynamics of IBR-dominated microgrids

As shown in Fig. 2, the dynamics of the jth IBR are governed by an
LCL filter, a droop controller, a voltage controller, and a current con-
troller. Next, we elaborate on these blocks as follows.

A.1. Reference frame transformation

A vector [xd,xq]T in the local dgq frame can be transformed to the
common DQ frame according to:

xp| _ |cosd;  —sing;||xy
Xg - sin é; cosd; | [x,

A.2. LCL filter

(A1)

The LCL filter dynamics of the jth IBR can be described as below.

dis; re
fid fi . . 1 1
=——b it @i, — —V, g+ — U (A.2a)
fid fia cj.d invj,d
dt Ly; Ly, Ly;
di,. P
fia . fi . 1 1
— = @i — =i = —Uai,F ——Uippi (A.2b)
fid fia cj.q invj.q
dt Ly; Ly; Lyj
dvcj d 1 1
S = i, 4 v, — —i A.2c
dt C/'j fid cjq ij 0j.d ( )
Dorg o Ui gn, - 2 (A.2d)
dt ij fia cj.d ij 0j.q .
diaj,d 1 rcj . .
FIa L, Ucjd — _Lcj loja+ @lojq— _Lcj Ubjd (A.2¢)

11

Electric Power Systems Research 260 (2026) 113148

dioj.q —LU

dr L,

Fej .

S,
0j.q
L

L, (A.2f)

cjg ™ Plojd = Ubjq

Here, iy; 4,if; , are the dq components of the inverter-side inductor
current, v; 4, 0,.; , are the dq components of the capacitor voltage, and
ioj.d»1oj,q ar€ the dq components of the load-side inductor current in the
LCL filter of the jth IBR. vj,,; 4:V;ny;,, are the dq components of the
inverter output voltage, and v,; 4,v,;, are the dq components of the

voltage at the point of common coupling of the jth IBR.

A.3. Droop controller

Droop controller dynamics are described using the differential equa-
tions below.

P = =0, P + 0.(Vpqjioaj + Vegjiog) (A.3a)
Qj ==0,0; + ©,(Vcq;iog; = Vegjioa;)) (A.3b)
5,‘ = @) = Dcommon (A.4)

A.4. Voltage controller

The state and algebraic equations for the voltage controller are de-
scribed below.

baj = Veaj = Vedjr Paj = Vegj ~ Veas (A.52)
iaj = Filoas = @nCrVeqs + KpojWeg; = Veaj) + Kivjba, (A.5b)
i;kqj = Filogj + @,CrjVeas + KpUj(U:qj = Ueqj) + Kipjbgs (A.5¢)

A.5. Current controller

The state and algebraic equations for the current controller are de-
scribed below.

Vaj = Tiay = liajs Vi = lig = ligs (A.6)
Vinoja = KpejGigj = 1iaj) + KiejYaj = oL s jiig; a7
Vinoj.a = Koejliigj = lig)) + Kiej¥o; + @nL sl (A.8)
A.6. RL tie-line connecting the jth and kth IBR systems

The dynamics of the RL tie line can be described as below.
diline D 1 Tline
——— = ——(vp—V — —ljipe.p + ®iy; A.9a

dt Lline( bj.D bk,D) Lline line,D line,Q ( )
diline Q 1 Tline
_— 2 = (Uy:n—1D - —iy; — wiy; A.9b

dt Lline( bj,0 bk,Q) L e line,Q line,D ( )

A.7. Load model

The dynamics of the RL load in the jth IBR system are described
below.

dilgad,p Ripad 1

—_— = i + wi + ——vy; A.10a
dt Lload load,D load,Q Lload bj,D ( )

diload Q Rload 1

—_—r = __il d,Q0 — C()il d,D + — Uy, (AlOb)
dt Lload 02dQ oA Lload /-0

Using the aforementioned dynamics of each component in the indi-
vidual IBR subsystems, the state space model of the MG system can be
obtained by combining the state space models of the subsystems, as de-
scribed in [34]. However, due to the complexity of analytically deriving
the full state space model for large-scale MGs, the System Identification
Toolbox in MATLAB is used in this paper to obtain the overall state space
model of the MG from simulation data.
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